Automatically Generating Security Guidelines from Pull Request
Discussions: The Case of Django Framework

Ester Silva
Department of Computer Science,
Federal University of Minas Gerais

Marco Tulio Valente
Department of Computer Science,
Federal University of Minas Gerais

Hudson Borges
Faculty of Computing, Federal
University of Mato Grosso do Sul

(UFMG) (UFMG) (UFMS)
Belo Horizonte, Brazil Belo Horizonte, Brazil Campo Grande, Brazil
estersilva@dcc.ufmg.br mtov@dcc.ufmg.br hudson.borges@ufms.br

Abstract

Security in open-source software relies on documentation, yet a
major gap exists regarding project-specific instructions for secure
usage. We introduce a multi-stage framework that automatically
generates project-specific User Guidelines from historical Pull Re-
quest (PR) code reviews. Adapting PRIMES (Prompt Refinement
and Insights for Mining Empirical Software repositories) [5] — a
methodology for using LLMs (Large Language Models) in repos-
itory mining — our approach uses iterative prompt engineering
and operational constraints to classify unstructured PR threads into
OWASP Top 10 2025 categories [11]. Using a pilot validation set,
the classification pipeline achieved an accuracy of 0.98, which we
then applied to classify the full corpus of 18,524 Django PRs. Large-
scale analysis identified 1,917 security discussions, predominantly
involving the Mishandling of Exceptional Conditions (A10). Finally,
a qualitative peer review by senior developers confirmed that the
framework reliably transforms historical developer dialogs into
production-ready security policies.
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1 Introduction

Security in open-source software (OSS) development is increasingly
crucial for managing vulnerabilities and guiding users toward safe
practices. Establishing a comprehensive, formal security policy
is recognized as one of the most critical measures to minimize
vulnerabilities, comply with emerging standards, and ensure the
overall health of a software ecosystem [16].

Despite this recognized importance, there is a significant gap
between the need for security documentation and its actual im-
plementation in OSS projects [2]. Furthermore, existing efforts to
promote security policies predominantly focus on establishing ba-
sic vulnerability reporting mechanisms. There is a critical lack of
comprehensive User Guidelines, project-specific instructions cov-
ering the secure usage of dependencies, recommended configura-
tions, and general project usage [4]. Consequently, this absence of
developer-aligned guidelines leaves projects directly exposed to
security-by-obscurity risks.

In this paper, we propose a multi-stage framework to automati-
cally generate project-specific security guidelines directly from his-
torical developer discussions. We demonstrate our approach using
a dataset of 18,524 Pull Requests (PRs) from the Django framework
[6]. By adapting the PRIMES methodology [5], we employ iterative

prompt engineering and statistical validation to accurately classify
unstructured PR discussions into OWASP Top 10 2025 [11] vulner-
abilities. Our results show that the model successfully identifies
prevalent issues and synthesizes these historical comments into
functional User Guidelines. We also asked three experts to evaluate
the security guidelines automatically generated for Django. Overall,
the guidelines received an average score of 4.75 out of 5, with 93.3%
of the generated recommendations classified as strictly correct.

The primary contribution of this work lies in the adaptation
and proposition of a structured methodology for leveraging LLMs
in the context of Pull Request analysis. Particularly, this pipeline
involves a multi-step workflow with empirical validations, ensur-
ing that the framework does not rely exclusively on prompting.
While this methodology is applied here to derive security guide-
lines for a widely adopted system (Django), it can be adapted in
the future to analyze other software quality attributes such as per-
formance, usability, architectural compliance, and testing across
diverse software ecosystems.

The remainder of this paper is organized as follows. Section 2
describes the proposed methodology and prompt design. Section 3
presents the experimental results, including the OWASP classifica-
tion, the generated guidelines, and the expert evaluation. Section 4
discusses threats to validity, Section 5 reviews related work, and
Section 6 concludes the paper.

2 Methodology

This section describes the research design and methodology used
to analyze security-related discussions in Pull Requests (PRs) and
generate project-specific security policies. As illustrated in Figure
1, our approach follows a multi-stage framework, adapted from
the PRIMES methodology [5], which relies on data collection from
real-world software repositories, iterative prompt engineering for
vulnerability classification, and a multi-layered validation process
to ensure the reliability and consistency of the model’s outputs.

2.1 Target Project and Dataset

Our study leverages a dataset with 18,524 Pull Requests (PRs) from
the Django framework [6] collected via the GitHub API [7] on Sep-
tember 16th, 2024, comprising all PRs in the repository regardless
of status. This selection is justified by Django’s role as a real-world
web framework that implements extensive security practices. To
transform this raw PR data into a structured format for LLM anal-
ysis, we developed a parsing pipeline that maps the unstructured
messages into a unified JSON schema, containing three section keys
(see the example in Listing 1):
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Figure 1: Overview of the multi-stage framework for security guideline generation from PR discussions.

(i) PR Context, comprising metadata such as the ID, title, and
merge status.

(ii) General Discussions, corresponding to what the GitHub
REST API defines as Issue Comments, which are conversa-
tions associated with the PR rather than specific code blocks.
Thus, they are used to discuss high-level architectural issues,
design critiques, and core conceptual exchanges.

(iii) Code Review Threads, corresponding to what the GitHub
API [7] defines as Review Comments, which are discussions
that target specific lines of the submitted diff.

Listing 1: Pull Request Example

long-context understanding and structured data extraction. The
prompt can be seen in Listing 2.

Listing 2: First prompt structure

{
"context": {
"repository": "django/django",
"pr_id": "16420",
"title": "Fix: IDOR in account endpoint",
"is_merged": false
3,
"general_discussion": [
"Fixed issue where changing the '?acct=' parameter
allowed access to other users' accounts."
1,
"code_review_threads": [
{
"scope": "FILE:django/contrib/auth/views.py",
"comments": ["Good fix. Filtering the query by
request.user” prevents unauthorized access."]
}
]
3

<role>

You are a security expert specializing in OWASP Top 10
2025 vulnerabilities in code reviews and PR
discussions.

</role>

<instructions>

Analyze the provided list of PRs. For each PR, execute
the following steps:

1. Determine if the discussion DIRECTLY SPECIFIES a
security hole.

2. Map concerns ONLY to the provided <categories>.

3. Identify the "Nature of Action": FIX/PREVENTION or
VULNERABILITY_INTRODUCTION.

4. Present the final answer as a list of JSON objects.

</instructions>

<categories>

"A01: Broken Access Control", ..., "A10: Mishandling of
Exceptional Conditions", "NONE"

</categories>

<output_format>
Return a JSON list:

[{
"pr_id": "PR_ID",
"owasp_category": "Category Name",
"nature": "FIX/PREVENTION |
VULNERABILITY_INTRODUCTION | NONE",
"summary": "Short justification"
1]

</output_format>

2.2 Initial Prompt

This phase is dedicated to the iterative refinement of the prompts
used to interact with the LLM. We selected Gemini 3.1 Flash Lite for
its low cost in large-scale batch processing, accessed via the official
Google GenAISDK [9] with a temperature of 0, structured JSON out-
put, and batches of 20 PRs per call. The prompting strategy adopted
the Google AI for Developers example template [8], optimized for

2.3 Prompt Validation and Refinement

2.3.1 Sample Generation. Since our study involves a classification
task, initial validation does not rely on a random sample, which
could suffer from class imbalance and fail to represent all OWASP
categories. Instead, we developed a controlled pilot dataset com-
posed of 50 Pull Request discussions. To construct this dataset,
we operationalized the "Example Attack Scenarios" documented
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within the official OWASP Top 10 2025 framework specifications,
translating them into simulated PR discussions; the sample size and
per-category allocation followed the official scenario counts, exclud-
ing those incoherent with Django. For example, the PR in Listing 1
was created based on the scenario “Scenario 1: The application uses
unverified data in an SQL call that accesses account information.”
from the Broken Access Control category of the OWASP website
[11].

2.3.2 Statistical Validation and Prompt Refinement. To validate
our pilot dataset, we employed a comprehensive suite of classifi-
cation metrics. We utilized the scikit-learn library to calculate the
output accuracy, macro-averaged precision, recall, and F1-Score,
ensuring each OWASP category is treated with equal importance
regardless of frequency (note that accuracy and macro metrics
reflect strict multi-class OWASP categorization, whereas TP, FP,
FN, and TN represent binary vulnerability detection). Furthermore,
we implemented a Confusion Matrix to isolate misclassification
patterns across categories, which then guided a recursive prompt-
engineering cycle aimed at optimizing accuracy and mitigating
systemic biases, until the prompt achieved the desired stability and
precision.

2.3.3 Results. The preliminary outcomes of our initial interaction
are illustrated in Table 1. Although the performance metrics demon-
strate substantial precision, the presence of a false positive in our
dataset of 50 PRs highlights a potential risk, particularly given the
volume of PRs in production environments that do not discuss
security-related issues.

Table 1: OWASP Pilot Set Categorization: Initial Iteration

Metric Initial Iteration
Accuracy 0.9000
Macro F;-Score 0.8946
Macro Precision 0.9136
Macro Recall 0.8991

True Positives (TP) 37

False Positives (FP) 1

False Negatives (FN) 0

True Negatives (TN) 12

The initial Confusion Matrix in Figure 2 reveals that certain
OWASP categories are harder to classify than others, indicating
room for improvement through iterative prompt refinement.

Leveraging this evaluation and the insights derived from our
iterative refinement cycle, we established the final set of operational
constraints presented below and shown in Listing 3.

e Negative Sampling Default: We instructed the model to de-
fault to NONE for any maintenance or functional tasks lack-
ing an explicit security exploit.

e Intent-Based Classification: We established the Original In-
tent Rule to ensure that the nature of the change (Vulnera-
bility Introduction vs. Fix) is evaluated based on the code
impact, independent of the PR’s final status (Merged/Closed).
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[batch LLM] Owasp Category - Confusion Matrix
AOL - 5
A02 - 1 4
AO3 - 2 1
AO4 - 3
AO5 - 3

A06 - 3 1

True

AO7 - 4
A08 - 1 3
A09 - 4

Al0 - 2

NONE - 1
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Figure 2: Initial prompt confusion matrix

e Heuristic Priority Mapping: We provided specific disam-
biguation rules for complex OWASP categories, such as prior-
itizing Insecure Design (A06:2025) for logic flaws and Software
and Data Integrity Failures (A08:2025) for verification-related
issues.

e Strict Grounding: A No Inference policy is enforced, requiring
the model to rely strictly on direct evidence from the PR
discussion.

Listing 3: Prompt Constraints

<constraints>

- If the discussion is about General maintenance, UI/UX,

performance, or bug fixes without direct security impact,
it MUST be "NONE".

- Classify "Nature" based on the author's original code.

If the code introduces a flaw, it is

VULNERABILITY_INTRODUCTION, regardless of whether the PR

was Merged or Closed.

- Classify fundamental logic flaws (e.g., security

questions, MFA bypasses) as A06.

- Prioritize AQ2 for technical exposures (stack traces)

or incorrect permissions (ACLs).

- Use A@8 for any lack of verification regarding

untrusted data, headers, signatures, or deserialization (

Pickle/JSON).

- If a library itself is the source of a flaw, default to
AQ3.

- DO NOT assume a vulnerability exists unless the PR

discussion DIRECTLY SPECIFIES a security hole, "potential

" or "possible" are not enough.

- The PR must have a discussion to be classified, only

the title and description are not enough.

</constraints>

Upon executing this optimized configuration, the performance
outcomes detailed in Table 2 demonstrate the achievement of zero
False Positives (FP) and robust classification metrics (accuracy 0.98
and macro precision 0.9843).

This high degree of precision is further evidenced by the con-
fusion matrix in Figure 3, which exhibits a near-perfect diagonal
alignment.
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Table 2: OWASP Pilot Set Categorization: Refined Iteration

Metric Refined Iteration
Accuracy 0.9800
Macro F;-Score 0.9816
Macro Precision 0.9848
Macro Recall 0.9818

True Positives (TP) 37

False Positives (FP) 0

False Negatives (FN) 0

True Negatives (TN) 13

[batch LLM] Owasp Category - Confusion Matrix
AOL- 5
A02- 1 4
AO3 - 3
A04 - 3
AO5 - 3

A06 - 4

True

AO7 - 4
A08 - 4
A09 - 4

Al0 - 2

Predicted

Figure 3: Final prompt confusion matrix

2.4 Automatic Creation of Security Guidelines

The final stage of our methodology involves the synthesis of the
identified and classified security vulnerabilities into a security pol-
icy. According to recent empirical evidence [4], well-structured
security policies are strong indicators of a project’s maturity and
help mitigate security-by-obscurity risks. To this end, we formu-
lated a structured prompt (Listing 4) designed to synthesize our
findings into a User Guideline (one of the sections recommended
for a SECURITY.md document), providing project-specific instruc-
tions for secure usage and recommended configurations based on
observed vulnerability patterns. To generate the guideline, we em-
ployed Claude Sonnet 4.6 via Anthropic’s conversational interface
(claude.ai) [1], given its instruction-following performance, provid-
ing the full JSON records of the 1,917 classified PRs in-context.

Silva et al.

Listing 4: Artifact Generation Prompt

Based on the security classifications extracted from the
following Django Pull Request discussions, generate the
User Guideline section for the Django repository's
security policy (SECURITY.md). The guideline must provide
security-related and project-specific instructions,
including the secure usage of dependencies, recommended
configurations, and general project usage based on the
security patterns and lessons learned identified in the
provided data. The response must be a markdown file, and
the final guideline must strictly avoid generic
recommendations, focusing only on the provided evidence.

3 Results

This section presents the results of applying the proposed method-
ology: the classification of security vulnerabilities in the analyzed
PRs (Section 3.1), an overview of the security guidelines automat-
ically generated for Django (Section 3.2), and their validation by
three experienced Django developers (Section 3.3).

3.1 OWASP Vulnerabilities Classification

We applied the methodology described in the previous section to
the full Django dataset of 18,524 PRs. Following the initial exe-
cution, we performed a data cleaning step to ensure all outputs
adhered to the required schema. To mitigate potential hallucina-
tions and the inherent stochasticity of the LLM, we implemented
a self-consistency strategy: each PR was processed three separate
times. We then applied a majority voting ensemble to determine
the final OWASP category. This triple-run approach ensures that
the results represent the model’s consensus rather than an isolated
outlier. Disagreement across the three runs occurred in only 20
PRs (0.11% of the dataset). To ensure reliability, we also audited
a stratified sample, randomly drawn at 5% per category (except
NONE, which was fixed at 50 PRs given the size of its pool). The
audit was conducted by one author (a senior Django developer with
five years of experience), who judged each classification against
the PR discussion and OWASP definitions, with visibility into the
LLM’s output.

The classification results and the manual audit are detailed in Ta-
ble 3. The distribution reveals that A10: Mishandling of Exceptional
Conditions is the most frequent security concern, with 398 occur-
rences (20.76% of the identified vulnerabilities, excluding NONE),
followed by A02: Security Misconfiguration (327, 17.06%) and A01I:
Broken Access Control (267, 13.93%). The manual audit of the 151
sampled PRs demonstrated an accuracy of 79.47% (120 fully cor-
rect classifications) and an overall acceptable alignment of 99.34%
(including 30 partial matches, where either the category or the
justification is correct, but not both).

3.2 Al-Generated Security Guidelines

After classifying the PRs into OWASP categories, we applied the
prompt from Section 2.4 with the Claude model to generate the
security guidelines. The resulting artifact is compiled into a doc-
ument containing 30 development rules. These recommendations
are categorized into 9 security domains: Configuration and Secrets
Management, Dependency Management, Authentication and Session
Security, SQL and ORM Safety, Template and XSS Safety, Access
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Table 3: OWASP Category Sampling Analysis

Category Total Sample Correct Partial Incorrect

A01 267 14 6 8 0
A02 327 17 8 9 0
A03 86 5 5 0 0
A04 112 6 4 2 0
A05 229 12 10 2 0
A06 167 9 7 2 0
A07 50 3 0 0
A08 178 9 4 4 1
A09 103 6 4 2 0
A10 398 20 19 1 0
NONE 16,607 50 50 0 0
Total 18,524 151 120 30 1

Control, Cryptographic Practices, Sensitive Data in Logs and Trace-
backs, and Exception Handling and Resilience. This categorization
aligns with real-world security standards, mapping effectively to
the OWASP Top 10 2025 classifications adapted to the specificities
of the Django framework.

To illustrate the structure and granularity of the generated policy,
Table 4 presents the first three recommendations from the Config-
uration and Secrets Management domain. The complete security
document is fully available within our replication package in the
artifacts section.

3.3 Validation with Experts

To ensure technical accuracy and practical utility, the generated
User Guideline was validated by three senior Django developers,
each with at least five years of Django experience, recruited from
one author’s professional network. This validation process was
operationalized through an online questionnaire sent to the experts.
The evaluation instrument utilized a 5-point Likert scale (ranging
from 1 - "Strongly Disagree" to 5 - "Strongly Agree") where ex-
perts evaluated the artifact based on three primary criteria: the
technical correctness of the remediation steps, the clarity of the
security guidelines, and adherence to Django’s specific security
best practices. Furthermore, alongside the Likert scale evaluation,
the experts were tasked with explicitly classifying each individual
recommendation within the final generated document into one of
three categories: "Correct," "Partially Correct," or "Incorrect.

The synthesized performance outcomes and consolidated met-
rics derived from our expert evaluation instrument are presented
in Tables 5 and 6. The quantitative results were highly positive,
with the generated guidelines achieving an overall mean of 4.75
out of 5 from all participating experts. Furthermore, 93.3% of the
individual recommendations were classified as strictly "Correct",
where a recommendation is Correct only if all three evaluators
agreed, and Partially Correct otherwise.

Qualitative feedback provided deeper insights into the frame-
work’s practical efficacy, highlighting the following key themes:

"o
5
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3.3.1 Technical Correctness and Framework Specificity. Evaluators
praised the high degree of framework specificity, noting the accu-
rate inclusion of native Django mechanisms (e.g., ALLOWNED_HOSTS,
RawSQL, format_html). Regarding its technical alignment, Evalua-
tor 2 noted that "the guide is technically correct for the most part and
aligned with Django’s best practices,”" adding that minor limitations
exist only because "some points depend on the Django version or the
environment".

3.3.2  Clarity and Practical Utility. The experts confirmed the arti-
fact’s high utility for daily tasks, such as PR reviews and security
hardening checklists. Evaluator 1 noted that for junior developers,
it "serves as a structured reference for adopting correct standards,”
while for senior engineers, it represents an "opportunity to deepen
knowledge." To further enhance clarity, experts suggested structural
improvements to the text. Specifically, Evaluator 2 stated that the
guide “could be more concise by separating recommendations that
mix different subjects in the same item and adding quick examples of

s

'wrong” and ’correct’.

3.3.3  Identified Gaps and Future Enhancements. When asked for
missing topics, evaluators identified areas reflecting modern web
development trends:

e Security considerations for asynchronous operations intro-
duced in recent Django versions.

e Secure deployment strategies for architectures like Kuber-
netes and Serverless platforms.

o API-specific security measures, particularly integrating Django
REST Framework (DRF) concepts (e.g., object-level permis-
sions, rate limiting).

e File upload security, including strict extension validation
and safe storage.

Overall, the experts concluded that the model successfully trans-
formed historical pull request data into a production-ready security
policy. The panel emphasized that the artifact serves a dual pur-
pose: acting as a structured reference for junior developers and as
a robust validation tool for senior engineers, ultimately elevating
the software ecosystem’s security posture.

4 Threats to Validity

The primary threat to internal and construct validity concerns
the subjectivity inherent in the qualitative evaluation conducted
with human experts. Although the review panel comprised senior
Django developers, individual interpretations of what constitutes an
optimal, clear, or actionable security guideline can vary. A further
threat is attribution: recommendations are not explicitly traced back
to the PRs that motivated them, making it harder to distinguish
guidance grounded in mined discussions from the LLM’s prior
Django knowledge.

Regarding external validity, our findings may lack generalization
across the broader ecosystem because the proposed solution was
evaluated exclusively on historical data from the Django repository.
While Django represents a high-stakes, real-world framework, the
generated user guidelines reflect only the vulnerability patterns
observed within its own code-base. Thus, our dataset does not
account for security discussions or practical misconfigurations that
occur downstream in client repositories that depend on Django.
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Table 4: Initial Recommendations Sample (Configuration Domain)

ID Title Description

REC-01 Validate SECRET_KEY Format and Rotation The key must be a valid, non-empty Unicode string. Django enforces this at startup.

Use SECRET_KEY_FALLBACKS for seamless cryptographic rotation.

REC-02 Secret and Local Settings Exclusion Never commit local settings or raw credentials to git. PR history records leaks of

plaintext DB passwords and unsecure screenshot attachments.

REC-03  Production Disable of DEBUG = True Debug pages leak tokens, request.user, and variables. In addition, it keeps queries in

memory, causing a MemoryError during large migrations.

Table 5: Qualitative Evaluation of Security Guidelines by Ex-
pert. A1l: Technical Correctness; A2: Usefulness; A3: Clarity;
A4: Django Specificity; A5: Overall (mean of A1-A4)

Expert A1 A2 A3 A4 A5

E1 5 5 5 4 4.75
E2 4 5 4 5 4.50
E3 5 5 5 5 5.00

Mean  4.67 5.00 4.67 4.67 4.75

Table 6: Accuracy of the Generated Recommendations

Expert Classification Recommendations Percentage

Correct 28 93.3%
Partially Correct 2 6.7%
Incorrect 0 0%
Total 30

5 Related Work

Recent empirical research has examined the adoption and structure
of security policies in open-source software (OSS). Zahan et al. [16]
identify the establishment of a formal security policy as one of the
most critical practices for minimizing vulnerabilities, motivating
our use of security policy generation as the primary goal of this
framework; however, Ayala et al. [2] find that only a small frac-
tion of popular GitHub repositories define one, and Bithlmann and
Ghafari [3] show that security issues are often resolved without
discussion or delayed due to a lack of reproducibility data. More re-
cently, Choetkiertikul et al. [4] propose a categorization of GitHub
SECURITY.md policies to assess OSS security maturity, revealing
that existing literature primarily examines vulnerability reporting
mechanisms and leaves a critical gap regarding secure usage in-
structions, also known as User Guidelines; it is precisely this gap
that motivates our approach to focus explicitly on synthesizing
User Guidelines rather than generic vulnerability templates.

With the recent expansion of Large Language Models (LLMs)
in Software Engineering (SE), researchers are increasingly explor-
ing their analytical capabilities for repository mining. Hou et al.
[10] propose applying LLMs to identify and remediate code flaws
and categorize system specifications for secure development, and
several studies exemplify targeted repository analysis with LLMs,

including Silva et al. [14] for code smell detection, Serrano et al. [13]
for security intelligence extraction, Della Porta et al. [12] for docu-
mentation generation, and Tufano et al. [15], who mine commits,
issues, and PRs to categorize tasks developers automate using Chat-
GPT. However, extracting reliable data from unstructured developer
discussions requires methodological governance: De Martino et al.
[5] propose the PRIMES framework for extracting information from
software repositories via LLMs, showing that iterative prompt engi-
neering, sample generation, and statistical validation are essential
to mitigate hallucinations and ensure reproducibility; we use an
adapted version of PRIMES to govern our classification of OWASP
vulnerabilities from Django Pull Requests, extending this pipeline
to synthesize technical discussions into security guidelines.

6 Conclusion and Future Work

In this paper, we propose a multi-stage framework that leverages
Large Language Models to automatically synthesize project-specific
security guidelines from Pull Request discussions. Validated through
a rigorous pipeline and qualitative expert review, the approach
demonstrated high precision in classifying vulnerabilities and trans-
forming unstructured developer dialogues into documentation.

For future work, we plan to expand this research along three
main avenues. First, to overcome current generalization limits, we
intend to extend the study to downstream client repositories that
depend on Django. Second, we aim to generalize the underlying
pipeline into an adaptable, project-agnostic tool capable of ingest-
ing discussions from any software repository to generate custom
security user guidelines. Finally, we propose to broaden the scope
of the synthesis framework beyond software security, evaluating
its capacity to generate structured user guidelines for other de-
velopment domains, such as testing, CI/CD configurations, and
architectural practices.

Artifact Availability

The replication package of this study is publicly available in https:
//github.com/estersassis/llm-pr-security-classifier.
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